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MEMORANDUM FOR: Deputy Director of Finance

Pat:

As we discussed on the teleshone, I am returning the
package dealing with the safeguarding of confidentizl funds and the special
scmingef;zﬂnctpcl custodians., We have tried ¢ur hand at drafting lesters
to Finance Officers who have become custpdians sad others such as Chiefs
of Station who become custodians byv&twatﬁwu:&mwytﬁupmﬁcalar
position. We have tried to accentuate the jwositive «nd may be laying it on -
little thick; but, among other things, we want to educate the custodisn who
is not & Finance Officer in the respopsitilitdes which are his by regulation.
The letter to the Finance Officer, on the other hand, is more in the form ¢°
a reminder,

In addition to the letters there are at least two cther
parts to the problem:

a. Ve need a systemn, waich I belleve you
have alveady staxted, for the psrticularly carejul serutiny for people
of the Finance Career Service who ere selectet for assignment to
positions requiring that they be custodiens of funds, and)

b. We need a system fur carefully scrutinizing:
people who become custodlans of funds by virtw: of their incumbency & |
a particular position. In most of these cases, the most we cen hepe fe:
is that we might be alerted t a bad risk. K the risk were bad encugh,
we probably could influence the assignment, 7

Prablems of selection ave long-range and will requi-e
continuing cooperation with the operating components over the years. The
letters we can complete and start using nows. After you bave had a chance 1o
work over the attached drafts, you may want to chat about this some more;ur
simply resubmit them {f you prefer.
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As I see it, there are at least four parts to this problem:

a. We need a system for the particularly careful scrutiny of people
from the Finance Career Service who are selected for assignment to
positions requiring that they be custodians of funds,

b. We need a letter similar to the attached but which is addressed
to the Finance Officer in particular.

c. We need a system for carefully scrutinizing people who become
custodians of funds by virtue of incumbency in a particular position,
such as Chiefs of Station. In most cases we wouldn't be able to change
the assignment, but we might at least be alerted to a bad risk, and if
the risk were bad enough, it might be used to influence the assignment.

d. We need a letter to these Kinds of people which recognizes that
they are only custodians by accident of position but, nevertheless,
impresses upon them the gravity of their responsibility.

The review and selection of Finance Officers is something that can be

accomplished within the framework of the Career Service, and I gather from

one of the Fuch's memos attached that they have already taken steps to gat

such a procedure started. The screening of Chiefs of Station and others

who become custodians of funds because of the job they are given will be a

pretty sensitive procedure and can only be accomplished, obviously, with

the wholehearted support of the DD/P and will have to be worked out

separately. As for the letters, I have attached a couple of drafts for your
consideration. Z%» afrad #hey o224 Az7 i OB a ANl 1Tz
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DRAFT:VRT: jbb (10 Aug 64)

Mr. John Q. Doe
Official Custodian
Blank Station
Dear Mr. Doe:

After careful evaluation of your quelificaticns and character, you have
been sppointed officlal custodian of funds &t Blank Station which is a posi-
tion of special trust. The sensitive nature of the KUBARK mission compels
us to utilize special financial and funding arrangements which do not in all
instances lend themselves to controls normally applied to the handling of
ODYQKE funds. The special financial authorities granted to KUBARK place
exceptlonal respounsibilities on those who are charged with the execubion

of these special arrangements. The standards under which we must operate in

the conduct of our personal as well as officilal activitles must be exemplary.

KUBARK publications, particularly established the standards of

conduct applicable to employees generally. Because of your position of special

trust you must not only adhere to the general standards stated, but you must
apply the strictest interpretation to prohibitions against such things as

excessive drinking or the use of narcotics, imprudent personal financial

.0()“’ 4-.\;

JEERE

activities and the like. It is expected that at offlclal custodian of funds

you will not frequent gambling establishments or engage in gambling activities

of any type or amount.

| Custodians of funds sometimes find themselves in serious difficulty, not
because of dlshonesty or intent to misuse ODYOKE funds, but because they were
careless or rationalized the use of official funds for unapproved purposes.
The co-mingling of official and personsl funds 1s a hazard which you must
avoid. Official funds must be kept separate under proper controls and safe-

guards which have been communicated to you elsewhere. Advances of funds for

Approved For Release 2006/05/30 : CIA-RDP84-00780R000400070001-2
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other than clearly asuthorized operational or administrative purposes is another
source of trouble you must avoid. If there is any doubt on this score, you
should cable or write Headquarters for instructions. Exchanging funds or ob-
taining foreilgn exchange at advantageous rates for personal use is another
pltfall. Again; if the action you are taking is not clearly authorized by

the regulations or specific instructions from Headquarters, you should request
instructions from Headquarters. Under no circumstances should you meke advances
of funds to yourself, whether operational or administrative, without the specific
approval of the Chief of Station or his designated representative.

There are many other pitfalls in the handling of cash accounts, including
refunds of advances or expenses, or rebates on purchases, but it is not the
purpose of this memorandum to cite them all or to tell you what you should
do sbout each case. Rather, it is our purpose here to remind you that any
laxity in the safekeeping and control of funds or any seemingly personal or
unspproved use of funds is inconsistent with the special responsibilities
placed upon you in the necessarily unorthodox financing of KUBARK operations
and, thereforg can™ot be excused. We remind you again that you hav> been
assigned to this position because you enjoy the trust and confidence of
KUBARK officisls. This memorandum is an extra precaution to guard against
errore of omlssion or ill-advised use of officilal funds. When in doubt,
communicate with Headquarters for instructions. Generally such things as
obtalning or exchanging foreign funds, cashing of checks, and other personal

financial transaections can be worked out to meet the need of Station personnel.

ACKNOWLEDGED:

Distribution:
Q0 - Official Personnel Folder
cc: Blank Station
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DRAFT:VRT: Jbb (UL Aug O4)

Mr. John Q. Doe
Officlel Custodian
Blank Btation
Dear Mr. Doe:

After careful eveluation of your gualifiemtions and charscter, you bave
been eppointed officiel custodisn Of funds at Blank Station which is 8 posi-
tion of specisl trust. The sensitive nsture of the KUBARK mission compele
us to utilize specisl finencial anéd funding srrengements which da_not in all
instances lend themselves to controls normally epplied to the handling of

ODYOKE funds. ‘The special finsncial authorities granted to KUBARK pisce

exceptional responsibilities on those who are chiarged with the execution
of these special arrangements. The standerds under which ve must operste in

the conduct of our personel as well as official activities must be axemplary.

KUBARK publications, perticulerly establizhed the stendards of 25%1

conduct applicable to employees generally. BFeosuse of your position of special
trust you must not only adhere to the genersl stendsrds stated, but you muet
spply the strictest interpretstion to prohibiticns against such things as
excessive drinking or the use of nercoties, imprudent personal finencial
activities and the like. It is expecced that ss official custodian of funds
you will not frequent gambling establishments or engmge in gambling sectivities
of any type or amount.
Custodians of funde sometimes Ffind themselves in serious difficulty, not
bacause of dishonesty or intent to misuse ODYOKE fuads, but becmkuse they were
careless or ratlonalized the use of official funds for unspproved purposes.
The co-mingling of officiel end person&. f‘uncw i8 5 hazard which you must -
svoid. Official funds must be kept soperate wnier proper controls and safe-

guards vhich have been communicated to you elsewhere. Advances of funds for
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other than clearly authorized operaticsmal or sdministrative purposes ic anothex
source of trouble you must avold. If there is any doubt oa this seore, you
should cable or write Hesdguariers: for iastrustions. Hxchanging fungés or go-
taining foreign exchange at advantagecus rates for perscmal use 1s acother
pitfall. Again, if the saction you are taking ie aot clearly suthoriged by

the regulstions or specific instruetions from Heedquarters, you should reguest

iastructions from Headquarters. inder no eireumetences should you mbke advanca:

of funds to yourself, whether opersiioual or sdministrative without tke spetifiq
approval of the Chief of SBtation ¢r his desigahted repressitative.
There are meny other pitfail: in the handling of cash mccounts, including

réfmds of mdvances or expenses, or rebates on purcheses, but it 1s rot the

purpose of this memorandum to cite them 3ll or to tell you what you thould

« +d0 about each case.  -Rather, 1% it cur purpose bere to remind you thet any

lzxity in the safekeeping and eontrol of funds cr eny sesmingly perstial or
unapproved use of funds is inconsistent with the special respounsihilities
placed upon you in the necessarily unortgsodox ripancing of KUBARK opkrations
and, ‘therefor, csz not be excused. uWe remind ycu mgein that you have been
assigned to this position because you enjoy the trust and confidence of
KUBARK officials. ‘This memormadum is an extre rracaution to gusrd sgainst
errors of omission or ill-gdvisad use of offieiml funds. When io doabt,
communicate with Beadquarters for instreetioms. Jdenermlly sueh things as
obtainlng or exchenging foreign funds, cashing cf checks, sl other fersomml

financial transactions cen be worked out to meet the nesd of Btation personnel.

ACKNOWLEDGED -

Distribution:
0 - DEPieinl Personnel Folder
cc:  Blank Station
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DRAFP VvrE: Jbb {30 Aug ©4)

Mr. John Q. Doe
Official Custodian
Blank Btation
Dear Mr. Doe:

After careful evalustion of your qualificmtions and character, you have
been eppointed officiml custodian ef iunds at Blank Btat.toa which is a posi-
tion of special trust. '1‘he aensitive pgture of tae KUBABK missiocn compels
us to utilize speciel fimsncial ard funding srrengements vhich do not ia ail
instances lend themselves to controls acrmelly epplied to the handlifng of
ODYOKE funds. The special financisl euthorities grgnted to KUBARK piacs
excepticnal respoasibilities on those wko mre charged with the executica
of these special arrangements. The stapdards urder which ve must operate in

the conduct of cur personal as well as ¢fficial activities must be exemplary.

KUBARK publiestions, particularly gstablished the standards of

conduct applicable to employees generslly. Beceuse of your position of specinl
trust you must not only adhere {0 taoe genersl staadards steted, butl you mREL
apply the strictest interpretation to prohibitions against such things as
excessive drinking or the use of nsrcoties, immrudent personsl finsniial
activities end the like. It is expected that az offieiml custodismn of funds
you will not frequeni gawmbling establisksents or sngage in gambling ectivities:
of any type or amount.

Custodians of funds sometimes find themselves in serious difficulty, not
because of dishonesty or intent to misuse OUYOKE funds, but becsuse they were
careless or ratiocomlized the use of oifieisl funds for unapproved pwposes.

The co-miangling of officiel and pereonal funde is a hazard which you must
aveld. 0Official funds must be kept seperate unier proper controls and sefe-

guards wvhich have been communieated to you elsswhera. Advences of funds for

Approved For Release 2006/05/30 : CIA-RDP84-00780R000400070001-2

25X%1




Approved For Release 2006/05/30 : CIA-RDP84-00780R000400070001-2

other than ¢lesrly authorized operaticnal or adainistrative purposes 1o another
gource of trouble you must avoid. If there is any doubt on this seors, you
should cable or write Headquarters for iastructions. Exchanging funds oxr ob-
taining foreign exchange at advantagecus rates for personzl use ls apother
pitfall. Agein, if the netidﬂ you are taxing is not elearly suthorized by

the regulastions or specific instructicns from Headquarters, you should request
instructions from Headquarters. Under no cireumstences should you msie advancs:
of funds to yourself, vhether operetional or sdministrative, without tbe spe¢ific
approval of the Chief of Station or his desigaated representative.

There are meny other pitfalls in the handling of cash accounts, including
refuﬁd; of advences or expenses, or rebates on purchases, but it is pot the
purpose of this memorandum to gite them all or to tell you vhat you thould
do about each case. Rather, it ic our purpoee here to remind you thet any
laxity in the safekeeping and control of funds or eny sesmingly perscasl or
unapproved use of funds is iloconsistert with the special responsibilities
placed upon you in the necessarily unortnodox financing of KUBABK operations
and, therefor, can not be excused. We remind ycu sgain that you have been
asaigned to this position because you enjoy the trust and confidence of
KUBARK officimls. This memorendum is an extra precaution to gusrd against
errors of omission or ill-edvised use of officisl funds. Wwhen in doubt,
communicete with Headguarters for insirugtions. Generally such things as
cbtaining or exchanging foreign funds, cashing of checks, end other jersonsl

financiel trensactions cen be worked out to meet the need of Station personned.

ACKNOWLEDGED

Distribution:

0 - Official Personnel Folder
cc: Blank Staetion
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16 July 1964

Mr. Bannerman:

This is the second draift of a proposed form letter to fund custodians
prepared by Bob Fuchs. Colonel White thinks it is an improvement and has
more teeth than the other but he wants you and me to review this and make
recommendations.

Over the years most custodians of funds have proved their honesty
and integrity in handling Agency money and I believe that no amount of
admonition will deter those who would deliberately steal or misuse official
funds. The purpose of the attached memorandum, as I see it, would be to
make sure that the honest custodians are aware of the rules regarding the
handling of funds. If this is correct I would advise changing the tone of the
memorandum to indicate that we have faith and confidence in these custodians
(otherwise we should not have made them custodians in the first place) and
to make it clear that we are not suspicious of them but are calling the rules
to their attention so that they will not unintentionally vielate them.

I also doubt the value of paragraph 4 in 2 memorandum such as this.

| STAT

[this material is now iu the

regulations.) In fact, I think it might detract from the message we are
trying to get across.

STAT

Att: Draft Form Letter

Approved For Release 2006/05/30 : CIA-RDP84-00780R000400070001-2



Approved For Release 2006/05/30 : CIA-RDP84-00780R000400070001-2

P

«

DRAFT

Dear Mr, eccesecoces

1. While the sensitive nature of the Agency's mission makes it
necessary that our people generally adhere to exemplary standards of
behavior in their private as well as their official lives, your position
and its relationship to the safeguarding of official funds gives you a
special responsibility in this respect,

25X1

2., Agency publications, particularlyj] "Employee
Conduct'", provide a comprehensive coverage of employee indiscretions
which require corrective administrative action. However, because of
your position of special trust as a custodian of official funds your attention
is specifically directed to the Agency policy regarding your conduct with
respect to the following:

a,. Gambling

Custodians of Agency funds shall not frequent gambling
establishments or engage in gambling activities of any

type.

b. Excessive drinking or the use of narcotics

Excessive drinkingyor the use of narcotics for other
than prescribed medical reasons,will not be tolerated.

c. Illegal, immoral or illicit activities

Misconduct of this character which might embarrass
the Agency or subject a custodian to compromise or to
blackmail will not be tolerated.

d. Imprudent personal financial activities

An extravagant living standard or poor management of
personal finances which necessitates becoming burdened
with debts almost certainly will give rise to personal
financial difficulties and must therefore be avoided,

'-Ii%DP84-OO7

S

YR
! ’L_ N
Approved For Release 2006/05/39 .\le




WA
i
&

Approved For Release 2006/9%/55
‘ é

y
¥

:ECFA-R DP84-00780R000400070001-2

e. Co-mingling of official and personal funds or advances
- of official funds to yourself

The co-mingling of personal and official funds, other
than travel advances, must be avoided, In addition,

a principal custodian of official funds must not advance
money to himself without the written approval and full
knowledge of an appropriate approving official, Public
monies must not be loaned, converted or deposited
except as specifically allowed by Agency regulations,

3. In recognition of the seriousness of the consequences of conduct
such as listed above, the Agency will take appropriate disciplinary action
when violations are reported, Supervisors will be held responsible for
failure to act upon or report knowledge of any such indescretion or misconduct.

4, While placing a heavier burden of responsibility on you, who have a
position of special trust, it is realized that there are times when pressures
may be brought to bear to effect approvals or to make disbursements which
may not be fully justified, If an approval or a disbursement cannot be fully
justified, there should be no hesitation in refusing to give the approval or
to make the disbursement. If in an unusual circumstance, a superior, over
your objections, specifically directs the disbursement of funds, your objections
should be made a matter or record in writing and forwarded on an "eyes only"
basis tol |This special recourse is being given you in recognition
that in your position as a custodian of official funds you have a responsibility
for protecting resources in accordance with Agency regulations, Such
protection will be respected and appreciated,

5. In connection with your position as you will be bonded
in order to afford the Agency protection against misuse of funds, It is
therefore necessary for you to complete attached '"Financial Statement For
Bonding Record" and return it to the Office of Finance under| |
indicator., The information included on the form will be treated on an eyes
only basis,

L. K, WHITE
Deputy Director
for Support

gk
Approved For Release 2006/0
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DRAFT

TAB-B

FINANCIAL STATEMENT FOR BONDING RECORD

1. Applicant's Namelceeeosscasscscosocoosesessscassscenccsesosssssasssanns

2, Home AdAIeSS  foccocscvessssssssasasossscosceanaccaccosonessnonnanss \@

. Grade & Salary ..........

w

4, Additional Annual IO e see vevseesssscsconesacnsasonasnosassncancee

w

. Statement of applicant’s assets and liabilities as of 19

ASSETS LIABILITIES
Cash iNsesesoecoceesss.. . Bank Notes Payable tOsseeeaossesass Bank
Cash ifNueeseseasosocsososs Bank Notes Payable tOssessceseaesss Bank

Cash on handecieceescoecssaesas Notes payable to othersS.ceeeeeneess

Stocks and bonds (total market How is above indebtedness secured?
value)isosoas secacoeescosescessesavoanessensan

Accounts Receivables.vsescscass Owing against Stocks and Bonds.....
Notes Receivablescescocaeensoo Accounts Payablé.ssevsesncooonene

Value of Household effects..cass

L R e I I S I A I A Y

Real Estate (Give description Mortgages on real estate (if none
and location)seceee write 'None'"seeeoees
1. Homesteadeoesosososoan L i ettt it i et
2 i i eiiee s e et teeceracanenaann ceenan

In whose name is title w0 real Other liabilities in detail (if none
estate?icusvavcransns write "None"sosouo.

DR N R R e R L R

Other assets (in detail)eeveeevos PP

P I I R I P R

se et s et enssseresccanan cee v e oae D I I R R R R R )

seceesseesesssecssoan-cersacnecr R IR Y T T ST veseserscrecane

..... secsceccssecsaceansnaane P R LR R R
————— Cm—ce——

Total AssetSeeeecescsnrees $ i Total LiabilitieSsseaassacenss $

6. Axe you surety or endorser upon any bond, note or other obligation, not included in .
y_oEr liabilities shown above?e.. .0 » n —mwaercceessesriTasetosseacancoacens '

5o, give names and amoOUNtS ?u ettt insnenenenseecsonaceonnnnnsansonannens
L

R I R R I I I I I R S I T T T I T TR T T T S T S A

R R R R e R R R R R R R R R R R T e

Aje there any juc, ments against you?. . veivrernennonereanss
By

ceceve st s esssenraces

Aze you threaten. with any law suits?

7. Com nts

B L L R e R R R R N T

DATL SIGNATURE

MORVCDF THIS PAGE
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